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Abstract: Physical fitness training, an important way to improve physical fitness, is the basic guarantee for forming
combat effectiveness. At present, the evaluation types of physical fitness training are mostly conducted manually.
It has problems such as low efficiency, high consumption of human and material resources, and subjective factors
affecting the evaluation results. ”Internet+” has greatly expanded the traditional network from the perspective of
technological convergence and network coverage objects. It has expedited and promoted the rapid development of
Internet of Things (IoT) technology and its applications. The IoT with many sensor nodes shows the characteristics
of acquisition information redundancy, node energy sensitivity, network distribution openness, data demand reliability,
etc. Thus, the research on data security fusion method of the IoT has important theoretical significance and application
prospects. In order to ensure the authenticity and reliability of the fusion results of physical fitness training data, the
security characteristics and performance of the IoT are analyzed, and the basic requirements for the security fusion of
IoT sensory data are identified. An improved cluster-based data fusion model is proposed to address the shortcomings
of the cluster-based data fusion model, and a security fusion method of physical fitness training data is studied. Finally,
this article conducts a large number of simulation experiments. The experimental results show that the improved cluster-
based data fusion model has better performance, further improving the security of physical fitness training data fusion
based on the IoT. Finally, the article provides a security performance analysis.
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1. Introduction
Physical fitness training is an important means to strengthen the physique of soldiers, enhance their combat
effectiveness, and complete various battlefield operations [1]. Soldier physical fitness training, a crucial compo-
nent of military training, is of great significance in achieving the strategic goal of building a strong military.
Whether engaging in emergency rescue missions or offensive operations, adequate physical fitness is indispens-
able. Therefore, for soldiers, physical fitness training directly translates to visible combat effectiveness.

Physical fitness training, as the cornerstone of physical exercise, is an essential component of military
training and preparation, constitutes the primary focus of such training. It carries important decisive factors
in warfare at the micro level [2]. Given the increasingly complex and ever-changing battlefield conditions,
maintaining a high level of physical fitness is crucial for readiness in any war scenario. The physical robustness
of soldiers directly affect whether they can maintain the best physical condition when performing tasks in battle.
∗Correspondence: zhoubin@hrbipe.edu.cn
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Superior physical fitness empowers soldiers to achieve twice the result with half the effort on the battlefield and
better serve the operational needs.

Physical training data can intuitively reflect the training results of soldiers and is an effective way for
officers to master the training results of soldiers [3]. Scientific physical fitness training activities can effectively
improve the physical and psychological qualities of officers and soldiers. Currently, manual evaluation methods
are often used to evaluate general physical fitness training projects for soldiers, and there are some problems
with manual methods. One is that a large amount of manpower and material resources need to be invested in the
evaluation of soldier training effectiveness, which results in poor economic benefits. Secondly, there are factors
such as fatigue period in manual evaluation, which cannot guarantee long-term continuous evaluation. The
judgment of the standard level for soldier training actions is influenced by subjective factors of the evaluator,
which can easily lead to misjudgment and other situations.

With the widespread research on technologies such as the IoT, the computing and storage capabilities
of mobile terminals will become stronger. IoT devices and even the entire IoT system will gradually become
intelligent [4]. Physical fitness training systems are gradually moving towards automation, efficiency, and
intelligence. Compared to manual evaluation methods, intelligent physical training systems have better real-
time feedback. Hardware devices meet practical needs such as continuous high-intensity work, significantly
improving the efficiency of physical training. The intelligent IoT mainly refers to the IoT that is connected
by intelligent IoT nodes, which have strong computing and storage capabilities. It can support higher security
protocols and algorithms [5].

By collecting useful information from a large number of nodes in the IoT environment, we can use this
information for various analyses and processing. Due to energy limitations and data-centric characteristics, data
fusion technology is widely used in the IoT [6]. As a key technology in the perception layer of the IoT, data
fusion plays a crucial role in saving energy for the entire network, improving the accuracy of data collection,
and improving the efficiency of data collection. However, in most practical application scenarios, nodes are
deployed in remote, open, sensitive, and uncontrollable areas. Consequently, data privacy security protection
has become a hot issue in IoT data fusion [7]. For example, in the node network deployed on the battlefield to
collect enemy military information, attackers can not only eavesdrop on the information transmitted by nodes,
but also capture nodes publishing forged information. The obtained data may be invalid or harmful.

Data fusion is a very important technology in the perception layer of the IoT and is currently a research
hotspot [8]. By using this technology, a large number of raw data collected by sensor nodes can be processed
through some specific algorithms to remove unnecessary information. Only a small amount of meaningful data
results can be transmitted to the fusion node. The use of data fusion technology can greatly reduce the data
traffic transmitted in wireless sensor networks, network burden, and network congestion, thereby extending the
lifespan of the network. However, due to the frequent fusion and exposure of data at fusion nodes during the
fusion process, the security of data fusion faces challenges [9].

A large number of sensor nodes in the perception layer of the IoT are generally distributed in unsupervised
harsh environments or security sensitive areas. Wireless communication is used between nodes, making data
fusion in the network face various information security risks, such as data eavesdropping, forgery, tampering,
and replay. The security mechanisms used in traditional networks require high storage space and computational
complexity for nodes [10]. In addition to its inherent resource and energy limitations, data fusion in the IoT
also faces unprecedented security challenges [11]. Data fusion in the IoT is extremely necessary. The fused data
can reduce data traffic in the network, thereby avoiding network resource waste. At the same time, the data
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obtained from the fusion operation is more intuitive, which can bring great convenience to users’ observation
and analysis of physical training. However, in order to resist attacks such as node capture and data theft
during the fusion process, previous works that only considered energy-saving data fusion would have significant
practical limitations. The application of these security technologies in the IoT, which is severely lacking in
communication capacity and storage space, is greatly limited. Therefore, it is necessary to propose a physical
training data fusion scheme that adapts to the characteristics of the IoT network. The main contributions of
this article are as follows.

(1) In order to ensure the authenticity and reliability of the fusion results of physical fitness training
data, the security characteristics and performance of the IoT are analyzed in this paper. Additionally, the basic
requirements for the security fusion of IoT sensory data are identified. An improved cluster-based data fusion
model is proposed to address the shortcomings of the cluster-based data fusion model. And a security fusion
method of physical fitness training data is studied.

(2) Through simulation experiment and evaluation analysis, the improved cluster-based data fusion model
is compared with other models from four aspects: data fusion value, expected value of data fusion result
evaluation, node reputation value, and malicious node detection rate. It is proved that the improved cluster-
based data fusion model achieves better results in physical training data fusion. Finally, the safety performance
is analyzed.

The remaining part of this article consists of four parts. Section 2 presents the related literature. Section
3 provides a detailed introduction to the secure fusion method of physical fitness training data based on the IoT.
Section 4 analyzes the proposed method and its effectiveness through systematic experiments and indicators.
Finally, in Section 5, the main research content and conclusions of this article are summarized.

2. Related work
Physical stamina comprises body shape, body function, and physical quality, serving as the fundamental
cornerstone of training, and it is indispensable. Research on physical stamina has been extensively undertaken
in various sectors including the military, schools, communities, and among the elderly, reflecting an increasingly
wide range [12]. Therefore, it is necessary to conduct in-depth research on physical fitness training, deepen the
emphasis on physical fitness, and demonstrate professionalism. The IoT is an information-based and intelligent
network that utilized various communication technologies such as short distance wireless networks, local area
networks, and private networks. The Internet connects things and people through various means, forming a
connection between things and people, achieving remote management and control. The IoT extends the end of
the Internet, encompassing not only the Internet and all its inherent resources, but also its existing applications,
making all its elements personalized and private. At present, the IoT technology is actively being developed,
and the application of the IoT has gradually developed towards large-scale promotion. However, security has
become a core issue that restricts its further development. The process of information collection and data fusion
in the IoT face various information security threats [13]. Therefore, constructing data security fusion in the IoT
has practical significance[14].

He and Nguyen et al. [15] proposed two schemes, CPDA and SMART, based on perturbation and
segmentation recombination methods to protect data fusion privacy and confidentiality. In CPDA, sensor nodes
hid real data values by adding random seeds and private random numbers to the original data for perturbation
processing. Cluster head nodes used the algebraic properties of polynomials to solve accurate summation and
fusion results. SMART used segmentation and recombination technology to achieve privacy protection data
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fusion. The basic idea of SMART was that the sensor node randomly divided the original data into multiple
data slices, used hop by hop encryption mechanism to exchange data slices with randomly selected neighbor
peer exchange. It performed summation operation on all received data slices, and uploaded the summation
results to the base station. The base station summed all received data to obtain accurate summation and fusion
results. Girao et al. [16] proposed a scheme that uses doomingo ferrer homomorphic encryption mode to achieve
sensor Internet privacy data fusion. This scheme had the advantages of low transmission overhead and simple
computation, but it came with lower security. In the scheme, since each node shared the same key with the
base station and encrypted its own collected data, any node could easily obtain data from adjacent nodes. If
an attacker captured a node, the entire network data was in control. Casteliuccia et al. [17] first proposed
the scheme using the addition homomorphic encryption method, which was an ideal scheme with relatively
simple calculation and communication in the fusion process. It could ensure good security. However, the
scheme still had many drawbacks, and the significant communication overhead caused by the rapid expansion
of transmission was the most obvious problem of this scheme. Secondly, data loss also resulted in the inability
of this scheme to be applied in practice, as the network could not know the ID of a node after it dropped due
to a sudden situation. Another scenario was that the unresponsive node ID might be lost during transmission,
ultimately resulting in the base station not receiving the correct decryption result. Papadopoulos et al. [18]
used summation homomorphic encryption functions and shared secret data and other technologies to complete
data fusion on ciphertext, providing a certain degree of integrity verification. However, the scheme directly
ignored ID inflation and data loss. In the aspect of full homomorphic encryption, Gentry et al. [19] proposed
a lattice-based bounded homomorphic encryption scheme. The literature pointed out that the scheme could
meet the addition homomorphism and could save the vector space structure of messages. However, the public
key was quite large, but the encryption and decryption operations were quite fast. The process of encryption
or decryption, or the key generation process was quite complex, which was difficult to apply in the IoT with
limited resources.

The scheme introduced in reference [20] considered node weights as node reputation values to complete
data fusion operations. Subsequently, the actual values were compared with the fusion results. If the values
were inconsistent, it indicated that the corresponding node was suspicious. A penalty factor was then used to
reduce the reputation value of the node. Through continuous iteration of the reputation value and fusion value,
the presence of malicious nodes was determined through screening. The algorithm proposed in reference [21]
had been improved to a certain extent based on this algorithm. It removed nodes with reputation values lower
than the average reputation value and only allowed high reputation value nodes to perform subsequent fusion
steps. This scheme could reduce the difference between the fusion value and the actual value. The authors in
[22] adopted the principle of divide and conquer. The tree topology network of nodes was first dynamically
divided into many logical groups of similar size. The next data fusion operation would be carried out step
by step in each logical group, and the final fusion result would be transmitted to the base station. The main
task of a base station was to analyze the fusion result set of these logical groups, then identify and eliminate
suspicious logical groups. The authors in [23] proposed an efficient and secure data fusion protocol based on
pattern codes. The secure data fusion operation carried out by this protocol used pattern codes without any
physical significance. During data transmission, intermediate nodes did not care about the specific content of
information, so there was no need to decrypt and encrypt the ciphertext. This ensured the confidentiality of
the data and avoided the problem of message eavesdropping at intermediate nodes. The periodic broadcast of
keys by the base station also helped to ensure the freshness of the data.
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In summary, the first consideration in the IoT is how to reduce energy consumption and extend the
life of network activities. Therefore, combining data fusion research has become an important branch of the
IoT. Studying algorithms and methods for secure data fusion suitable in physical fitness training networks has
important theoretical and practical significance. In order to ensure the authenticity and reliability of the data
fusion results of the IoT, this article will focus on researching the secure data fusion technology of the IoT
network, aiming to propose a safe and efficient IoT data fusion method, which is of great significance for the
practical application and promotion of the IoT in various fields.

3. Security fusion method of physical fitness training data
Data fusion is a very important technology in the perception layer of the IoT, and it is also a research hotspot
in current physical fitness training. By using this technology, a large number of physical training raw data
collected by sensor nodes can be processed through some specific algorithms to remove redundant information,
and only a small amount of meaningful physical training data results can be transmitted to the fusion node.

3.1. Physical training data preprocessing
The processing process of physical fitness training involves first extracting optical flow from the collected physical
fitness training videos to obtain optical flow information. The optical flow information and physical fitness
training action videos are used as inputs to the fusion network to obtain key point information and fused
feature information of the human skeleton in the video. The fused feature information is then input into the
detection model and fused with key point information of the human skeleton to locate and classify the video
action sequence. Finally, the key frames of the action are extracted, comparative analysis of the actions are
performed, the results are obtained, and they are displayed on the system interface. The preprocessing process
is displayed in Figure 1.

Figure 1. Physical training data preprocessing.

The reputation of the assumed malicious nodes in the cluster are calculated at the end of the experiment.
According to the provisions of the cluster-based data fusion model [24], as these nodes’ reputation is not higher
than the average reputation, they do not belong to the high reputation group. In addition, the object of physical
training data fusion operation is high reputation group data. Therefore, even if some nodes are captured, these
captured nodes do not participate in the specific physical training data fusion operation and cannot affect the
final fusion result. The security data fusion model can still guarantee the authenticity and reliability of the
physical training data fusion result, that is, it has good fault tolerance. The simulation results of the fusion
results conducted in the cluster-based data fusion model compared with real physical training data also prove
the effectiveness of the model.
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Optical flow is generated by the motion or relative motion of objects themselves and is the instantaneous
velocity of pixels on the observation plane [25]. The essence of optical flow is a two-dimensional vector field,
where each vector represents the displacement of a point in the current image from the previous frame to the
next frame, reflecting the trend of grayscale changes of pixels in the image. Total variation-L1 (TV-L1) optical
flow [26] is used to extract optical flow information. This method is improved on the basis of Horn-Schunck
optical flow [27] to improve the robustness of the algorithm. TV-L1 uses an energy function different from
Horn-Schunck, which includes a data item using L1 norm and a regularization using population variation. The
energy function of TV-L1 is shown in Formula 1, where u and v are two-dimensional vector fields, λ is a weight
constant, and θ is an auxiliary variable.

Eθ(u, v) =

∫
Ω

∇u1 +∇u2 +
1

2θ
|u− v|2 + λ|ρ(v)| (1)

Because wireless sensor networks are data-centric, utilizing data processing techniques within the network
can reduce excessive energy consumption. This involves using data fusion technology to address these issues.
The authors in [28] conducted a detailed discussion and research on the function of data fusion technology from
two aspects: theoretical analysis and simulation testing. The research results indicate that when using data
fusion technology, the ratio of network energy cost is displayed in Equation 2.

lim
d→+∞

ND

NA
=

1

k
(2)

Among them, ND is the amount of data transmission times in the network that uses data fusion, and
NA is the amount of data transmission times in the network that does not use data fusion. D is the distance
from the sensor node to the fusion node, and k represents the amount of data collection source nodes.

3.2. Improved cluster-based data fusion model

Although the cluster-based data fusion model has good fault tolerance and effectiveness, it also has some obvious
problems. For example, the fusion node needs to calculate the reputation values of all ordinary member nodes,
which is a waste of already scarce network resources. In addition, the method of calculating node reputation
values in this model may conceal the current malicious behavior of the member nodes’ historical accumulated
reputation [29]. In response to these issues in the cluster-based data fusion model, this article proposes an
improved cluster-based data fusion model, as shown in Figure 2.

Based on the above process, the specific steps of the improved security data fusion model can be described
as follows.

Step 1: After receiving the perception information sent by the member nodes, the fusion node first
identifies data that significantly deviates from the perception results of nearby nodes through error theory, and
removes it as malicious or erroneous data.

Step 2: Next, the reputation values of the remaining member nodes are calculated and updated to
determine the trust node.

Step 3: The node reputation threshold is compared, and the fusion node only allows the perception data
of nodes with high reputation to participate in the fusion step.

Step 4: The fusion result is evaluated, and then both the fusion result and the evaluation are sent to the
base station together.
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Figure 2. Security data fusion model flowchart.

Step 5: The credibility of the node determines whether to use the collected data for data fusion operations.
The fusion results and evaluation results are sent together to the base station for final decision-making

and data utilization. Due to the dense distribution of sensing nodes in the IoT sensing layer, there must be
redundancy in the data perceived by adjacent nodes in the ground. Based on statistics and information theory,
the original data sent by the detection node is used to estimate the reputation of each node, which is used
to measure the trustworthiness of each node. Based on the level of node reputation, it is determined whether
to use the collected data for data fusion operations. Therefore, uncertainty in fusion results can be measured
through evaluation based on node reputation. The main improvement of this method is that before calculating
the reputation value of member nodes, the cluster head is required to first identify and eliminate data from
nodes with malicious tendencies. The data based on sensor networks has redundancy and the data collected
by such nodes deviates significantly from the data of nearby nodes, and their reputation value is no longer
calculated. The data sent by them does not participate in fusion operations. This can not only save energy
resources in the network but also avoid concealing the current malicious behavior of member nodes due to their
historical accumulated reputation. It can also obtain a higher evaluation of the fusion results, meaning higher
degree of trustworthiness of the fusion results.
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For the distribution of the measured value u1, u2, . . . , un from small to large order statistic u(i) , when
ui follows normal distribution, the statistics of the maximum value u(n) is obtained as follows.

r10 =
u(n)− u(n− 1)

u(n)− u(1)
(3)

r11 =
u(n)− u(n− 1)

u(n)− u(2)
(4)

r21 =
u(n)− u(n− 2)

u(n)− u(2)
(5)

r22 =
u(n)− u(n− 2)

u(n)− u(3)
(6)

Similarly, the statistic of the minimum value u(1) is represented by the following equation.

r10 =
u(1)− u(2)

u(1)− u(n)
(7)

r11 =
u(1)− u(2)

u(1)− u(n− 1)
(8)

r21 =
u(1)− u(3)

u(1)− u(n− 1)
(9)

r22 =
u(1)− u(3)

u(1)− u(n− 2)
(10)

In order to eliminate gross errors, the dixon criterion n ≤ 7 suggests that selecting r10 is effective. When
8 ≤ n ≤ 10 is selected, r11 has a good effect. When 11 ≤ n ≤ 13 is selected, r21 has a good effect. When
n ≥ 14 is selected, r22 has a good effect. Here, n represents the number of data participating in the fusion.
For example, when fusing in clusters, n is the number of nodes within the cluster. Significance α is selected,
and the values of 0.01 or 0.05 are obtained. And it is combined with the number of data n participating in
the fusion. According to the Dickson criterion, the critical value r0(n, α) of the corresponding statistic can be
obtained by looking up the table. If the measured statistical value rij is higher than the critical value, it is
considered that u(n) contains coarse errors.

3.3. An improved physical fitness training data security fusion scheme based on the IoT
The perception layer of the IoT contains thousands of sensor nodes that independently sense the external
environment within their respective distribution areas. In general, the data sensed by these sensor nodes
follows the normal distribution rule. The data sent by the captured normal nodes or malicious nodes will
significantly deviate from the normal distribution; otherwise, the purpose of destroying the system will not be
achieved. Therefore, refer to the Josang trust model [30] and the normal distribution rule is used to calculate
the reputation value of the node. Ideally, the probability that the value of a normal random variable is located
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in the central value [−σ,+σ] area is 0.68, that is the Bernoulli distribution. When malicious nodes continue
to send forged data, the actual probability distribution will be inconsistent with this probability. Using the
ideal node probability as a benchmark, the difference between the true and ideal values of the node probability
distribution can be represented by distance, which can represent the reputation value of the node. There is a
negative proportional relationship between the two.

If the probability of the physical fitness training data output by a node falling within one time and the
standard deviation from the center value is pi , then the probability of being outside this area is 1 − pi . The
degree of deviation of the node can be expressed as shown in Equation 11.

Di =
∣∣∣(1− pi) log2(

1− pi
0.32

)− pi log2(
pi
0.68

)
∣∣∣ (11)

The definition of the reputation value of the corresponding node is shown in Equation 12.

Ti = e−
√
Di − kDi (12)

In the equation, the first half is an exponential operation that can reflect the reputation value of the
node through the distance between the actual probability and the ideal probability of the node, and can also
reflect the historical cumulative behavior of the node. The latter part is a penalty measure, where k is the
penalty factor. The introduction of the penalty factor is another improvement of the improved cluster-based
data fusion model. This factor can avoid the historical accumulated reputation of member nodes from masking
their current malicious behavior, which helps to achieve a slow increase and fast decrease effect when calculating
and updating node reputation values, making it easy to quickly discover and identify malicious nodes. This
is very beneficial for the application of the IoT perception layer. As the number of iterations increases, the
reputation value of nodes continues to accumulate and update. If the current reputation value of a node is lower
than the system preset threshold T0 , the system automatically determines it as a malicious node. The data is
no longer used.

The improved cluster-based data fusion model utilizes the output values of high reputation nodes for
weighted fitness training data fusion. The weighted fitness training fusion method is shown in Figure 3 [31]. In
Figure 3, FN represents the fusion node, such as the cluster head, and SN represents the ordinary node, such
as the ordinary node within the cluster. T and u represent the reputation value and perception data of the
node, respectively.

Figure 3. Schematic diagram of weighted physical fitness training data fusion.
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The fusion node calculates the weighted fusion result according to equation 13 based on the reputation
value and perception data of each ordinary node.

U =

∑n
i=0 Ti ∗ ui∑n

i=0 Ti
(Ti > Th) (13)

Only node data with a reputation value higher than the threshold is allowed to participate in the fusion
here, which not only isolates the negative impact of malicious data but also reduces the computational complexity
of physical training data fusion. In response to the uncertainty factors of the fusion results of physical fitness
training data and the transmission of information, this article adopts the Josang trust model. This model
measures the trustworthiness of fusion results through trust defined as evaluation. W = (b, d, u, a) is evaluated,
where the vectors a , b , d , and u represent the relative coefficient, trust, distrust, and uncertainty of the fusion
result U , respectively. The expected probability of evaluation can be expressed as equation 14.

E(W ) = b+ u× a (14)

The expected probability depends on the comprehensive result of trust and uncertainty, and the role of
a is to reflect the effect of uncertainty on the expected probability of evaluation. The expectation of evaluating
the fusion data results of physical fitness training is closely related to the current and cumulative reputation
values of the node. Through equation 14, it can be known that the expected probability of evaluation depends
on the trust and uncertainty of the node. That is the size of the node’s reputation value, which includes the
node’s cumulative reputation value and the current reputation value. The improved cluster-based data fusion
model incorporates a penalty measure when calculating the current reputation value of nodes, which helps to
achieve a slow increase and fast decrease in the calculation and update of node reputation values. It can avoid
the historical accumulated reputation of member nodes masking their current malicious behavior, and thus can
achieve high expectations for evaluating the fusion data results of physical training.

4. Experiment and result analysis
4.1. Basic framework
The basic framework of a physical fitness training data security fusion system based on the IoT includes three
core parts: data collection end, server end, and query client.

The data collection end is composed of physical training data collection nodes, which adopt a tree topology
structure. These nodes are divided into leaf nodes and fusion nodes. The data fusion node at the top is connected
to the server end through an internal network. The physical training data collection network simultaneously
deploys a secure and efficient perception layer data fusion protocol. The physical training data collection end
consists of an initialization module and a physical training data collection module. The initialization module is
responsible for generating the topology structure, initializing the physical training data security fusion protocol,
preparing the data collection module, and establishing a secure connection with the server. The physical training
data acquisition module enters the waiting mode after initialization, waiting for the data update command from
the server for physical training data acquisition and safety fusion.

The server is composed of a personal computer (PC) with strong computing and storage capabilities, as
well as high security. It is connected to the top data fusion node of the physical training data collection end
through an internal network. On the other hand, it provides data query and download functions for the query
client through access control. The server side is composed of initialization module, data update module, user
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registration module, query module, and backend database. The initialization module starts the main process,
starts the data update module, regularly sends update requests for fused physical training data to the physical
training data collection end, and responds to the registration and data query requirements of multiple terminals
by establishing a multithreaded web server. In the experiment, the server side was handled by a PC, the
database used was MySQL database. The main program was written in Java.

The query client is a user terminal that can be connected to the server through the internet. After
user verification, the data stored on the server by the physical training data collection end can be queried and
downloaded.

4.2. Experimental results and analysis

Theoretical analysis is conducted on the security performance, energy consumption, algorithm complexity, and
hardware consumption of the improved cluster-based data fusion model proposed in this article to verify its
security, efficiency advantages, and adaptability [32]. Joint Directors of Laboratories (JDL) model is a data
processing method in the data fusion system [33]. In order to test the performance of improved cluster-based data
fusion model, we will compare the experiment with JDL model. Simulation testing is conducted to compare and
evaluate the performance of the improved cluster-based data fusion model and other models from four aspects:
data fusion value, expected value of data fusion result evaluation, node reputation value, and malicious node
detection rate [34].

Suppose that the sensor network of the sensing layer of the IoT has used some algorithm to cluster,
each cluster has a cluster head node and several member nodes, and the sensing data of each node follows
the normal distribution law [35]. The simulation parameters involved in this article’s simulation experiments
mainly include the number of experimental iteration rounds R , the malicious node ratio P in the network,
the reputation penalty factor k , the data fusion trust threshold Th , and the amount of nodes in the cluster
n . Considering the actual network structure and the relevant parameter settings of the original model, in the
simulation experiment of this article, their values are 20, 0.03, 0.04, 0.3, and 20, respectively. The experimental
results recorded using MATLAB are displayed in Figures 4–7, respectively.

Figure 4. Comparison of data fusion values.
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Figure 5. Comparison of expected values for evaluation of data fusion results.

Figure 6. Comparison of node reputation values.

From the comparison in Figure 4, it can be seen that the fusion values of the physical training data for
the improved cluster-based data fusion model are relatively close to the true values, while other models deviate
more from the true values. This is because the improved cluster-based data fusion model strictly screens the
physical training data participating in the fusion, increasing the proportion of real perception data participating
in the fusion of physical training data, thereby improving the accuracy of the fusion results of physical training
data.

The comparison of the expected values for evaluating the fusion results of physical training data between
the improved cluster-based data fusion model and other models is shown in Figure 5. The horizontal axis in the
figure represents the number of rounds conducted in the simulation experiment, and the vertical axis represents
the expected values for evaluating the fusion results of physical training data. From the figure, it can be seen
that the expected value of the improved cluster-based data fusion model is significantly higher than that of
other models. This is because the improved cluster-based data fusion model introduces a penalty measure when
calculating the node reputation value, which can avoid the historical accumulated reputation of member nodes
from concealing their current malicious behavior and ensure that the data participating in the physical training
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fusion operation is truly trustworthy, thereby increasing the expectation of evaluating the results of physical
training data fusion. The fusion results of physical fitness training data from the improved cluster-based data
fusion model are more reliable.

Node reputation value is an important indicator of secure data fusion models and a major factor affecting
the reliability, credibility, and fusion efficiency of physical fitness training data fusion results. The comparison
of node reputation values between the improved cluster-based data fusion model and other models is shown
in Figure 6, where the horizontal axis represents the node number within the cluster and the vertical axis
represents the node reputation value. As shown in the figure, the reputation values of the first three nodes in
models are significantly lower than those of the other nodes, as the simulation experiments assume that the
first three nodes are malicious nodes. In addition, compared to other models, the improved cluster-based data
fusion model has a lower reputation value for malicious nodes, while the reputation value for normal nodes is
significantly higher.

The detection rate of malicious nodes is an important criterion for determining the security of physical
training data participating in fusion operations, and is an important factor reflecting the authenticity and
reliability of the fusion results of physical training data. The comparison of malicious node detection rates
between the improved cluster-based data fusion model and other models is shown in Figure 7. The horizontal
axis in the figure represents the number of rounds conducted in the simulation experiment, and the vertical axis
represents the malicious node detection rate. As shown in the figure, the detection rate of the improved cluster-
based data fusion model is generally higher than that of other models. This is because the improved cluster-based
data fusion model preprocesses the physical training data for detecting malicious nodes and compares the node
reputation value with the high reputation threshold, which can avoid missed detection of malicious nodes and
improve the detection rate of malicious nodes. In addition, as the number of simulation experiments continues
to increase, the detection rate of the improved cluster-based data fusion model has increased to a certain extent,
while the detection rate of the cluster-based data fusion model shows a significant downward trend. This is
because the introduction of penalty factors in the improved cluster-based data fusion model allows for a slow
increase and fast decrease in node reputation value calculation and update, which can quickly detect malicious
nodes and improve the detection rate of malicious nodes.

Figure 7. Comparison of malicious node detection rates.

In summary, simulation experiments and performance evaluations are conducted to compare the improved
cluster-based data fusion model and other models from four aspects, proving that the improved model in this
article has obvious advantages.
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4.3. Security performance analysis and algorithm complexity

Compared to other models, our model can enhance the security of data fusion models in different ways. Data
processing is the initial judgment and screening of the sensor node’s perceived data by the fusion node before
conducting secure data fusion. This can achieve the identification and removal of abnormal data that deviates
significantly from normal data due to network failures or hostile attacks so that abnormal data no longer
participates in subsequent fusion operations, thereby eliminating the impact of abnormal data on data fusion
results and ensuring the reliability of data fusion results. The introduction of penalty factors helps achieve
a slow increase and fast decrease in the calculation and update of node reputation values, which can avoid
the historical accumulated reputation of member nodes masking their current malicious behavior, facilitate the
rapid detection of malicious nodes, and thus improve the security of data fusion.

Compared to other models, our model introduces node reputation values for evaluation. This increases
the complexity of the algorithm. However, a data fusion model that achieves high security performance at the
cost of increasing model complexity is desirable.

5. Conclusions
Data fusion is an information processing technology that has developed in recent years and has been widely
applied in both military and nonmilitary fields. Utilizing data fusion technology in the IoT can decrease
redundancy in perception node data and reduce data traffic within the network. Consequently, it extends the
network’s service life. However, the security of the IoT is relatively low, which leads to many security challenges
for data fusion and results in huge losses for security-sensitive fields. Therefore, secure data fusion is necessary.
This article mainly studies the security fusion method of physical training data in the IoT, aiming to propose a
secure and efficient physical training data fusion scheme suitable for the IoT, which is conducive to improving
the digitalization, informatization, and intelligence level of physical training. Firstly, the data preprocessing of
physical fitness training is analyzed. Based on a thorough analysis of the performance for the cluster-based data
fusion model, an improved cluster-based data fusion model is proposed. Finally, the experimental simulation
system architecture is introduced. Through simulation experiments, improved cluster-based data fusion model
and other models are compared from four aspects. The performance advantages of the improved model are
verified, providing strong support for physical fitness training. However, the proposed model in this article
is based on an ideal state, which assumes that the base station and fusion node are completely trustworthy.
Therefore, in the future, we should improve the security data fusion model assuming that the base station or
cluster head is attacked.
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